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Part 1 - Open to the Public
Part 2 – Closed to the Public

ITEM NO.

REPORT OF: Joint Head of Planning and Performance

TO: Audit and Accounts Committee 

ON: Wednesday 26 June 2019

TITLE: Quarter 4 2018-19 Strategic Risk Register update 

RECOMMENDATIONS:

It is recommended that Audit and Accounts Committee Members:
a) Note the contents of the Quarter 4 2018/19 Strategic Risk Register 

update and risk movement attached at Appendix 1.
b) Note the review of the council’s Strategic Risk Register that is taking 

place as part of the council’s business planning in 2019-20.

EXECUTIVE SUMMARY:

Risk Management in Salford City Council is about improving our ability to 
deliver outcomes for the community by managing our threats, enhancing our 
opportunities and creating an environment that adds value to ongoing activities.

The report attached at Appendix 1 provides Audit and Accounts Committee 
Members with a summary of the latest strategic risks to the delivery of Salford’s 
priorities – The Great Eight. These are monitored through Corporate 
Management Team and Cabinet Briefing on a quarterly basis.

It has also been some time since a full review of the council’s key risks has 
taken place.  As part of the council’s 2019-20 business planning process it is 
proposed that a risk identification workshop be facilitated in the summer; the 
approach is outlined in more detail later in this report. 

BACKGROUND DOCUMENTS:  Salford City Council Risk Management  
                                                      Strategy and Process 2018-19

2018-19 Strategic Risk Register 

KEY DECISION: NO
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DETAILS:

1. Background

1.1 Risk management is both a statutory requirement and an important 
part of planning for organisations.

1.2 Risk management in Salford City Council is about improving our ability 
to deliver outcomes for the community by managing our threats, 
enhancing our opportunities and creating an environment that adds 
value to ongoing activities.  By effectively managing our risks and 
opportunities, which is all part of good governance, we will be in a 
stronger position to deliver our objectives, provide improved services 
to the public, work better as a partner with other organisations and 
achieve value for money.

2. Quarter 4 2018/19 Strategic Risk Register Update
2.1    It is good governance for the Council to maintain and review a register 

of its corporate, strategic and operational risks.  The Strategic Risk 
Register is a tool for capturing important information about our risks 
and is a continual process that is aligned to the council’s corporate 
performance framework.  

2.2 The Strategic Risk Register is updated and reviewed on a quarterly 
basis through the Corporate Performance Framework reporting to 
Corporate Management Team and Cabinet Briefing. New risks are 
identified, some are terminated and control measures are updated in 
response to changing internal and external events.  The Register is 
then presented to Audit and Accounts Committee who review it as part 
of a regular robust challenge.  

2.3    Risk movement since last report
Quarter 3 2018/19 Quarter 4 2018/19

Summary of risk scores 
currently in Strategic 
Risk Register 

2 3

1

Summary of risk scores 
currently in Strategic 
Risk Register 

2 3

2
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As at the end of Quarter 4, there are seven risks in the council’s 
Strategic Risk Register and three of these have a red risk rating (risk 
score is between 12 and 16):

1. Ensure that the Council plans for the significant scale of change 
forecast over the next 20 years in order to maximise the 
opportunities available from the significant economic 
development taking place across Salford and Greater 
Manchester.

2. The Council will make the most effective use of its resources.
3. Council Cyber Security.

2.4   Risks removed from the Strategic Risk Register

During the last quarter, there have been no risks removed from the 
Register.  

      2.5   New risks added to the Register

There has been one risk added to the Register during the last quarter 
– Permanent statistical data analysis to support the statutory pupil 
place planning function.

Rationale: Pupil place planning is a statutory function and there are 
serious risks and potential consequences where there is a lack of 
accurate statistical data.  These are explained on page 7 of the 
Strategic Risk Register update attached at Appendix 1.

2.6 Changes in Risk Scores 

All risk scores are reviewed on a quarterly basis. There have been no 
changes to any of the risk scores during the last quarter. Appendix 1 
contains the full Strategic Risk Register and details of plans to address 
the risks.

3. Review of Strategic Risk Register

3.1 During discussions at previous Audit and Accounts Committee 
meetings, members raised several queries regarding the current risks 
included in the register and potential further risks that could be 
included. As part of the Q3 risk update to Audit and Accounts 
Committee a commitment was made to conduct a full review of the 
strategic risk register as part of business planning in 2019-20.

3.2 In order to ensure that risks are identified in line with the City Council’s 
risk management strategy and appropriately linked back to the 
corporate priorities, it has been proposed that Corporate Management 
Team (CMT) take part in a facilitated risk identification workshop in 
the summer, led by the Joint Head of Planning and Performance, with 
a view to a revised strategic risk register being approved at a later 
CMT meeting. This will align well with the Quarter 1 risk update due 
to Audit and Accounts Committee in October 2019 where assurances 
could then be provided as part of the routine quarterly update.
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4. Recommendations

It is recommended that Audit and Accounts Committee Members:
a) Note the contents of the Quarter 4 2018/19 Strategic Risk Register 

Update and risk movement attached at Appendix 1.
b) Note the review of the council’s Strategic Risk Register that is 

taking place as part of the council’s business planning in 2019-20.

KEY COUNCIL POLICIES: Corporate Governance
 Risk Management Strategy and Process
 Corporate Performance Framework

EQUALITY IMPACT ASSESSMENT AND IMPLICATIONS: 
The risks contained in the register relate to many areas of Council risk. Where 
an equality risk has been identified it will be highlighted in the update report.

ASSESSMENT OF RISK: This is contained in the Risk Register attached.

LEGAL IMPLICATIONS:  Risk Management is a statutory requirement and a 
key part of the Council’s corporate governance.

FINANCIAL IMPLICATIONS:  Risk management is aligned to the council’s 
financial planning process. Risk management processes are considered 
within existing budgets to manage the risk or contingency plans can be 
implemented should any risks be triggered.

PROCUREMENT IMPLICATIONS: Risk management is aligned to the 
council’s procurement processes.

HR IMPLICATIONS: Risk Management is aligned to the council’s HR policies 
and processes.

OTHER DIRECTORATES CONSULTED: All Service Groups have been 
consulted.

CONTACT OFFICER: Emma Reid, Joint Head of Planning and  
                                    Performance
TEL NO:                      0161 793 3585

WARDS TO WHICH REPORT RELATES: All
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         Quarter 4 2018/19 Strategic Risk Register

Summary of risk scores currently in Strategic Risk Register 

2 3

2

Part A – Actively Monitored Risks – these are the key strategic risks that currently present a significant risk to the Council

Risk Code & Title Current Risk Matrix Current Risk 
Likelihood

Current Risk 
Impact

Current Risk  
Score Risk Original Matrix Original Risk 

Score

SRRA01 Increase in the number of 
pupils attending schools in Salford 2 3 6 12

Current treatments and 
controls

An adopted pupil place planning strategy (incorporating primary, secondary and SEN) is in place to ensure that the city council is meeting its statutory 
responsibility for providing sufficient school places. The strategy and methodology for pupil forecasting is reviewed annually to ensure accuracy.
Primary - To date an additional 5,000 permanent primary school places have been created (equates to an additional 24 forms of entry). The built in 
capacity created to date should be sufficient to meet forecast demand over the next 4 years.
Secondary - Current forecasts show that an additional 2,000-2,500 high school places are required over the next 5-7 years. There are a number of 
immediate solutions available such as bringing existing school space/buildings back into school use. This will mean the Local Authority can meet the 
demand for secondary school places in the short term with expansion programmes being required to meet medium and long term. 

Risk Contingency Plan

Governance via Mayoral Working Party is holding all partners (Children's Services, Environment, Urban Vision and Finance) to account. There is an 
opportunity to collectively manage risk and prioritise resources. Some areas of the city still remain a challenge due to the high levels of in year migration 
and lack of permanent solutions which needs to be closely monitored. The additional capacity created to date across the primary estate provides a 
comfortable level of surplus to assist with managing any ongoing demand risk. There also remains a level of existing capacity within the current 
secondary estate that could be brought back into school use should demand rise outside of forecasted growth. A number of contingency options have 
been identified and can be introduced quickly to meet any further demand, but this would only be for the immediate.

Managed By Cathy Starbuck

Potential actions for 
improvement - Quarterly 
update

Quarter 4 2019/20 school intake
Primary Provision - Capacity required to meet primary place demand for September 2019 has been met via capacity created though the planned 
expansion programme. Based on the current birth data and the level of places created to date, there should be sufficient capacity to meet primary 

            Appendix 1
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demand up until 2021/22. It is important to note however that this is based on forecasts for children already in the system and excludes any further 
demand that could be felt from migration/new housing. Growth and demand being felt in year will therefore be monitored closely.
Secondary Provision - For September 2019, in the main we have been able to meet Yr.7 demand. That said in order to ensure that we could allocate 
reasonable offers and ensure we are carrying a suitable level of surplus it has been necessary to create additional capacity (extra 83 places) via bulge 
classes. Using data of pupils already in the system there will be a need to create additional capacity to meet demand that will be felt year on year. In 
terms of how this will be achieved. The strategy for delivery is split into short, medium and long term solutions. The current physical capacity within the 
existing secondary school estate means we will be able to meet immediate demand within the short term strategy (2018/19 & 2019/20 academic years). 
Beyond this and to ensure we can continue to meet year on year demand there will be a need for an expansion programme across a number of areas of 
the city. Work has already been undertaken to identify options and solutions to meet demand.
Specialist and Alternative Provision – Due to the complexities of need, this is an area that is very difficult to predict in terms of requirement and year 
on year demand. Working closely with the Head of Complex Needs and in line with our pupil place strategy we have been able to create additional places 
to meet some of our need and where possible ensure pupils can stay within the city. This work will continue going forward.
Overall it should be noted that the ability to trend and predict the numbers of pupil places required has become more difficult to manage due to a 
growing City, its extensive regeneration and development schemes and housing land availability. This places greater emphasis on the pressure for school 
places, especially relating to demand from new housing developments. Current housing yield projections produced in December 18 indicates that an 
additional 11 forms of entry may be required over the next 10 years. This remains a risk, particularly in those areas across the city where we have very 
few options in terms of future expansion and additional land would be required. This will need to monitored and managed in line with the Local 
Authority’s strategy duty to provide sufficient school places.  
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Risk Code & Title Current Risk Matrix Current Risk 
Likelihood

Current Risk 
Impact

Current Risk  
Score Risk Original Matrix Original Risk 

Score

SRRA01a Permanent statistical 
data analysis to support the 
statutory pupil place planning 
function

2 3 6 12 

Current treatments and 
controls

Local authorities are required by central government to produce accurate pupil forecasts and have up to date information on the overall capacity required 
within the school systems to meet both the immediate and long term projected demand. This to ensure that authorities are able to respond effectively 
and take strategic decisions about how many places are likely to be needed (where, when and for how long). 
The option of buying in the function externally has been previously explored, however the costs were extremely high. In any event the city council would 
still have to be highly involved and be responsible for providing all the statistical data sets, regular updates and analyse actuals against projected in order 
produce robust forecast data. Therefore we would still require an experienced officer with knowledge, understanding of pupil forecasting and access to 
the relevant data. We have also previously discussed options with other local authorities with regards to a shared function, however this has proved 
challenging due to resource pressures. In addition as each local authority faces different challenges and issues the forecast models used vary and are LA 
specific to meet the needs and challenges of each Authority. 

Risk Contingency Plan

The departure of the permanent post holder in October 2018 left the position vacant until the end of March 2019. Whilst the post has now been filled, 
development is required to ensure the post-holder has the necessary knowledge and skills for the technical elements of the role. Development plans are 
in place, and the capacity of the team as a whole to meet SCC’s statutory regulations is being reviewed. The ability to meet statutory reporting 
responsibilities, and to support planning of statutory functions, remains a risk. 

Managed By Paula Newall

Potential actions for 
improvement - Quarterly 
update

Quarter 4 2018/19
There are serious risks and potential consequences where there is a lack of accurate statistical data such as:- 
 Not having sufficient capacity to meet demand/and or over supplying – this can have significant financial implications both on revenue and capital 

spend. 
 Reacting in timely manner to manage the risk and create and plan for the correct school capacity
 Not meeting DfE requirements and deadlines - this could lead to potential reputational damage, poor annual scoring and lack of confidence in our 

methodology. 
 Risk of not attracting the correct future funding and Basic Needs budgets - this allocation is driven directly by our statistical annual return and 

methodology. 
 Lack of financial management in supporting schools through the PPP process via School Forum - risk around staffing levels at school i.e. over supply 

that may need to continue due to notice period for redundancy and under supply by not having time to recruit. 
 Lack of support and notice given to Schools (February timeframe) for them to positively react to staffing changes required. 
 Not being compliant around staff pupil ratio and class size legislation.  
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Risk Code & Title Current Risk Matrix Current Risk 
Likelihood

Current Risk 
Impact

Current Risk  
Score Risk Original Matrix Original Risk 

Score

SRRA02 Ensure that the Council 
plans for the significant scale of 
change forecast over the next 20 
years in order to maximise the 
opportunities available from the 
significant economic development 
taking place across Salford and 
Greater Manchester

3 4 12 12

Current treatments and 
controls

Lead and support work on the Greater Manchester Spatial Framework (GMSF) which will define both GM and Salford housing and employment land 
requirements. 
Produce a Local Plan which will be complementary to the GMSF.  

Risk Contingency Plan The GMSF work programme is continually updated to take account of changing circumstances and risks, and a temporary project manager has been 
appointed to deliver this. The Salford Local Plan work programme is updated accordingly, to maintain alignment of the two processes.  

Managed By Chris Findley

Potential actions for 
improvement - Quarterly 
update

Quarter 4 2018/19 

GMSF
Consultation on a Revised Draft GMSF took place between 21 January and 18 March 2019. Around 20,000 responses were received, although this may 
include some duplicates, and these are currently being analysed. The next stage is to produce a ‘Publication’ version of the plan, which is the version that 
we would ultimately like to adopt and is subject to a further period for people to make representations. It will need to be approved by the 10 Councils as 
well as the GMCA (or GMCA/AGMA Executive Board depending on whether the SDS Regulations are in place), and is currently programmed for September 
2019. This version of the plan will then be submitted for examination in early 2020 and adopted late 2020/early 2021.
Local Plan
The Local Plan includes more detailed policies that complement the more strategic policies in the GMSF and also includes specific allocations in urban 
areas. Consultation on a Revised Draft Local Plan took place between 25 January and 22 March 2019, in line with the consultation on GMSF. It will follow 
a similar process to the GMSF, with the Publication stage currently programmed for September 2019.

Risk Code & Title Current Risk Matrix Current Risk Current Risk Current Risk  Risk Original Matrix Original Risk 
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Likelihood Impact Score Score

SRRA05 The Council will make the 
most effective use of its resources 3 4 12 12

Current treatments and 
controls

Monthly monitoring against savings targets and budgets help the Council to identify any slippages in its savings programme as early as possible. HR 
provide support to managers and service groups during restructures of business areas. Career pathways are being developed to match existing staff to 
opportunities in skill shortage areas. Sickness, disciplinary and grievance cases are regularly monitored to ensure no significant increase.  

Risk Contingency Plan  

Managed By Samantha Betts; Joanne Hardman

Potential actions for 
improvement - Quarterly 
update

Quarter 4 2018/19
Statement of accounts will be completed by 31 May which should indicate a balanced budget position. All services, with the exception of Children’s 
Services, have achieved a balanced or underspend position. Other favourable variations included increased central income and reduced levy charges.

Risk Code & Title Current Risk Matrix Current Risk 
Likelihood

Current Risk 
Impact

Current Risk  
Score Risk Original Matrix Original Risk 

Score

SRRA07 Council Cyber Security 3 4 12 12

Current treatments and 
controls

At present the following measures are in place or in progress:- 
 All PCs, Laptops and Servers on the Council's IT network are protected by Virus Protection Systems, which are controlled centrally by ICT and 

cannot be disabled. 
 All incoming mail is scanned automatically by 2 separate systems to ensure that it does not contain viruses or malware. 
 Multiple layers of firewall are in place on all external connections to the Council's network, preventing unauthorised access to data and systems 
 All systems that are accessible from outside the Council, such as the Customer portal, are located in a special area of the network that is 

separated from the main Council network. 
 Regular penetration tests are carried out on all external access points to the Council's network to ensure unauthorised access cannot be 

achieved. 
 JANet who provide our internet services to Schools has dedicated security and network teams that have expertise in dealing with DoS attacks. 

As well as investigating incidents targeted at them they assist customers when they are targeted. 
 Deep Security by Trend Micro is deployed which delivers automated server protection through host-based security controls, including anti-

malware, intrusion prevention (IPS), firewall, integrity monitoring, application control and log inspection. 
 Structural Modification - inspecting links and data within documents/ emails for malicious code attempting to redirect unsuspecting users. These 

links can be manipulated before onward delivery. 
 Micro segmentation - the ability to logically segment parts of our Server Infrastructure ensuring a single compromised host does not impact the 

rest of the Infrastructure. 
 User awareness - regular communication with end users highlighting the risks to staff and users to always question what they receive and 
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whether to open files. The first line of defence is often employee education. Little can be done to prevent an employee's actions that are both 
deliberate and malicious.  

Risk Contingency Plan  

Managed By David Hunter

Potential actions for 
improvement - Quarterly 
update

Quarter 4 2018/19 
• Completion of internal audit on Cyber Security - No risks identified. 
• Completion of the national LGA Cyber Security Stocktake - Salford given an overall "Amber-Green" rating. Areas of concern around detection, 
identification and training. 
• Implemented new Content Filtering solution with improved detection software. 
• Implemented enhancement to Outlook allowing users to automatically report suspicious e-mails. 
• Implemented new intelligent security Log File analysis tool.
 New appointment of DPO.

Risk Code & Title Current Risk Matrix Current Risk 
Likelihood

Current Risk 
Impact

Current Risk  
Score Risk Original Matrix Original Risk 

Score

SRRA10 Non-compliance with 
statutory Information Governance 
requirements

2 4 8 12

Current treatments and 
controls

Monitor and action ICO and internal audit report recommendations. 
The Council will continue to be supported by the AGMA FoIA/DPA Co-ordinator and the GMIG group. 
Increase training and awareness to staff on data protection, in line with the GDPR. 
Monitor and advise on completion of Data Protection Impact Assessments for all high risk areas of change within the council. 
Develop self-assurances process for evidencing and monitoring GDPR compliance on ongoing basis.  

Risk Contingency Plan  

Managed By Miranda Carruthers-Watt

Potential actions for 
improvement - Quarterly 
update

Quarter 4 2018/19 
New appointment of DPO taken place in January.  Successful completion of the DPA certificate by the post holder. 
Regular meeting with AGMA sharing information. 
Personal data audit continuing across the council. Software purchased to populate Records of Processing Activities (ROPA). 
Continue to review Council policies and procedures. 
Awareness/Guidance published on GDPR intranet for staff. 
New IG training currently being purchased across AGMA. 
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Part B – Information Risks – this strategic risk does not present a significant risk to the council but still needs to be monitored should the situation 
change in the future as any changes would have a serious impact

Risk Code & Title Current Risk Matrix Current Risk 
Likelihood

Current Risk 
Impact

Current Risk  
Score Risk Original Matrix Original Risk 

Score

SRRB01 The Council will continue 
to improve the safety of children 
and young people

2 4 8 8

Current treatments and 
controls

Demand for services continues to increase and this is evidenced within the data for the Bridge/MASH. 
The introduction of a new on line form was implemented at the beginning of May 2016. This will support partners in a much easier way to refer in. 
The number of children and young people becoming looked after and subject to a child protection plan has started to decrease. The work of the LAC 
Strategic Board is supporting and understanding the decrease in LAC numbers. Data is showing a marked improvement in the 15 days to conference. 
Performance management is shared at all strategic levels within Children's Services and politically shared with the Lead Member. 
To ensure practice and staff well-being is maintained at a high standard a workforce development officer has been appointed and will take up the position 
in July 2016. Two appointments made. A Workforce Development Manager and Social Work Improvement Officer to support the workforce in meeting the 
ever rising demand for services. This is a national issue, demand is rising across the country and staffing levels are being discussed. There has been no 
increase in the established workforce since 2010; a paper has been produced with several areas for increasing capacity highlighted. 
January 2018 - Money has been made available to appoint 5 social workers above establishment to support the demand pressures within the system to 
support the staff to have lower case-loads. A peer review is being held in February 2018 to consider whether the demand is being managed 
appropriately.  

Risk Contingency Plan Several strategic boards lead the work of the directorate and enable the performance to be picked up quickly and effectively.  

Managed By Sharon Hubber

Potential actions for 
improvement - Quarterly 
update

Quarter 4 2018/19 
Monthly performance meetings take place to ensure that the safeguarding of all children in the City is closely scrutinised. Evaluation of the CIN team will 
be presented in July 2019, anecdotally the team is making inroads into the number of CIN in an area. Neglect continues to be an issue, work is taking 
place to consider if we leave children in neglectful situations too long. This is being undertaken internally with a commissioned external evaluation.


